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[#f*!t3fc<0$5H] 
[ltA9i] cput. 
tftiEcpuasr^ir^fBfc^y fc«Mi;t, 

fflv^•c7 f - : ^'<o^f■§•Yt;^aaxl4^a^l2^as^S:^TV^. 

[ft Jj£g2 1 ifjfc^ 1 (CfB^ro I C#— Klc*5V^T, 
[it*® 3 ] &Jj^ 1 fcJE«<© IC*- K«C*iV>-C, 

tot* fo5 * •eWIEst^k«! ! sx«:«^b«! ! 3g©pi*&xfi 
J^«r*ISH-3-iT;fc5;r£&#mii-.5 i c#— 

K. 

[ft*® 4] ft*«ia>&f»*®3*T©v*i";h,;8»i 
3SJd|S«<0 I C#- KKfcVT, 

[0001] 

m^-fZVfrfHtXtZ&WbtZ 1 C#- KKHi-5 
10 0 0 2] 

[f£3fe<B&fifl IC*- KB:. SS^^-K^-ftteSlSfL 
CPUSrrtiSLfcl C#— Ktt % ¥fc*fiM&lE1S$«#i: 

H-«r<0^iftl*5rt5fll«^#S^-CV^5 0 — JSfc I C 
KTtt. E E P ROM4 £ ©^SSHS* * y *Sf*3» 
£*VC*9« i»EIPROMf*lC7T'f>4 LTflHI 
#Ete$i^5. EI?SOM^©r^"t7|l, IC*- 

PU*s«m- 5I^Tl-^-r t fci Dfrfc^S. 477/> 

fctt, ^•*gfS©T^-fe^ife#i5Kssn-c^s5, cp 

KI4, :£Sfc^]S*#£*V>BH##*jEK:EEP.RO 
10 0 0 3] Sfefc. IC*-K^fAT?tt, IC* 



I C#-Ki©W©&««^&f&H#as*:EK:&# 

05 h 8 ' y • 7-r 

U -it* I C*— KK2Hrr3. I C#- KT?Hu * 

15 [0 0 0 4] TOtOrtHWfcH:, 3*. ¥X i Er£©@ft 

n^«J*t©|C, W^liR. L. Rives t, A. S 
hami 1, and L . M. Adleman. "A 

20 method for obtaining digi 
tal signatures and public 
— key cryptosys terns* (Co mm u 
nications of the ACM* Vol. 
21, No. 2: pp. 120-126, Feb. , 1 

25 9 7 8) ldS&SStVTV>5RSABt#*SS>5„ RSABg 

tim©5*>x -*liIC*-KCEEPROM^H 
[0 0 0 5] R S ABf-f-O^-g-fkMail. 5£ TA=X T 

(mod n) j t-^v^fi 1 rr.-?Ai*¥3:» 
xra:rtH§-:a:, Y«®«5fii. Nr±^M«rc*>5. 

35 t>Wt>i*tS:S:5l^ RSAHSf-Cli, ^mSSIsfeotf-© 
*©W#Sttil«^J-7C^V> 0 r.Oft.fttC. R SABS 

i-5fc»ow^r/v=fyx^asfu«$H5. -<$msi^ 
40 ©tf3SS£«^3em7/u=ryXAi:LTttu 

r-<^02iSffl-SCj£j .JSft]feiXTV^ (D- E. Kn 
utL The Art of Computer P 
logaiaauning, volume 2*. Semi 
n u m e t i c a 1 A] g o x i t hm s. .A d d i 
45 s on — Wea 1 ey, .2n d e d i t i on. 1 9 
8 1. &M) . 

[0 0 0 6] R S.Aflt#Of+^lwtt, T-*«-S©i;3t 

bZ.k&~*itkk. LfcMo ntg ome r y i£i:VvbiT,3 
50 W^tT^yX-UiJflJ^$tv5 (P. L Montgo 



2 
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mery. " Modu.l a rMu 1 t i p 1 icati 
on without Trial Divisio 
n". Mathematics of Computa 

tlon, Vol. 44, No. 170, pp. 519 
-521, Apr. , 1985, „ Mo n t g o 

merygrCW:, 0 9 JC^-TrA-sT V *MZ£ *> , 
mM&<Oft& TA=X t (mod N) J SrHfiN--5. 

[0 0 0 7] SfN, X, YXU«R<04o©'|liSA^S 
(S 9 0 2) . XI*, N{C*fL0<X< 

N<o|S#&iffifc-r. @*&Yfi, 2iIj£^t~J: 
9Y=ej • • • e, e, i:^$HSt©fc-f 

ScIC A^tStl-fcSffiiDMo n t g ome r 
ySfls&A* , B* *S*fe&tL5 (S 9 0 4) „ Mont 
g ome r y*lsfefctt, n &j£fc1-5PJj£ T a (mod 
n) J £ — M— r a '=a r (mod 

n) J t3t^Six5ffl[-C*>5. fcftTU nj*k-b i 
t s^lEf&T&D, 2 k - 1 £n<2 k , r = 2 k , gc 
d (r, n) =1, 

[0 0 0 8] mzm&YOG-Vy HWV^Mon t g 
ome r y&<Ofrff.ftftt>frZ> (S 9 0 6~S 9 1 
2) . o*9, »&Y2*j yf-y hfrt>m&£frX\,*zm 
-^•irii, S 9 1 0 OM ontgomer y SS©H-^3S j 
IslS^b-CllfT^tb^o ^ MontgomeiyH 
kit. TMonPro (a*, b*) =a'b*r 
" l (mod n) J fc^SSfrSSrefcS. 01 OK*, 
Montgomer yH<O*Q:3S(*3^Sr^-fifttu0-Cfe 
5 0 Mo ntg ome r yEKdtt, S 1 0 0 2RXfS 1 
0 0 6© 2o©j&gt$!! ! 3S;6S-&*tl,-CV\ S 1 0 0 2 ©j£ 

g&an, JifiY©*^ vuioi vc, . -tnas 1 -cfcs 
d»ot?*>5dMcigt>f>-f^-ffftotb5. — s i oo 
6 ©Mg&att, »»YSr«|fiW-5 try 5 *> 1T?J> 
Sfc©fc:oVvT©*3l*T£*l,5. H9K*5«--5Mo n t 
g o m e r yfS©Kffl&tg (S9 0 6- S912) 

A* 1 1 CoV^CMo n t g o m e r ygfi s l&fT$ix 
5 (S 9 14) . r©iS*, BS#3CXS:«-^tL^t3p3t 

J0 0 0 9] 

h&ll£ fetf S 1 0 0 2Jtt*S 1 0 0 6 0.27fyy, 
SEMSlf y KKOafefelfSl 0.0 2© 1 ^yT'OJ^roff 

tt, ^©Jf3Sfc«5«>5 1 ©try >ft&f&ff U l © 



[ooio] r©fcat>K:, fSH^tt, i C#— KfcPfHI- 
:£©«^k£ifoC£=^:'KS:j£«LTa»feV'*#v* 

4Esrr©p*35&as«?fs$>t, i c#— K©-t#a y 'f-* ■& 
io [o oi i] tt-e. *5s^©siatt, ^-«c^e>©3-v 

[0 0 12] 

15 [S&S&flm-fS*:*©^] *tf|EHJSSr^-t--5fc* 

• st^ifc-tsSB^tt, cput, uriECPuasr 
* y {z.ft&&tix^z>mtim&m^X7 i —fi ©nt-dro 

^IttK-frfcMafrfTVv -?r©iig*fcBS-r5^1f«Sr 
20 #-SB-^i!Hrt-5 I C*-Kfc*3V^, ltffijS^1t^©5il 
teB*fcSffi£*SSM^g£:#U ttlERf-^ktollXH: 
'&*lrik$m.<K>mXT ^XfcfcHfr ©Hm fcWfaas^Srll 
fft5rilcJ:9> KflESHt«©rt^i:, MfEtegFfif* 
©Slfl^i: ©ffl§aK^S:SI^$^:-5 i k &<&®.k-t-Z 0 
25 [00 1 3] 'Ht**2K:ffi3XBI!HU »*«lfc§S*g© 

30 < k t Bt^ka^tta^ktoSSrE^fc^fi^r -5 i i: 

t»4, -^©^fMSrgi-SfeaSrSl^roisIScll^fi-i 
r.4:, Xf4IS«©fcWi|l=fT^raas«g^fc«:^$jr5 
*&3£r 1 ElXtt 2 EElJillfrr 5 r. i ^?SrV^ p . 
35 [0014] flt*a 3 Z&mi. 1 ldIS«© 

IC#— Kfc*JV%T, 0f^KI©ffia4-3i^i't-5W^# 
SSr^U ltrlS3gM^©«, IfflEC PU*Jttlffitf^#© 

*> e> itrisas^^ j, 5 ^ -ettrffiBS-i-fi^aax rtffi-^f tarn 
<»mtey.tzmff*<p\m-zzkx'*>zzk*imk-t- 

40 5. !»*3g4Cfil5^M:, Sf*3gld»6»Sf*«3*T? 

©v»-f*u*»i«fcffi«©i c*— KKjsvvr., ttnasss 

45 [ 0 0 I S] 

[3S^©Hffl©^ffi] KT, HS^^^ffiUX, *38S 

(miSifi^SS) #58§i3t;:«3JgiSli£J&fgtt, 
fifcfr*©Sfr§-^jS-Cfc5 R S A&Rlft UT^F3t©Ht# 
50 -ft. XI48t^-3t©ffi-^bSrfi ! 5:i ^ pTI6* I C *- K 
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-efc5o *3t«»ttfc38v^-c, RSA^4 5Rf-^fc&a 

Xttffl^fcAMB*** E9l:*lfcMo n t g ome r y 
ffi^^Stf^T^^yXAI^V^to^^o BIB, * 
UMBgttKiffS I C*— KO«ja«r»i-H-C** 0 Ell 

^•y-?fc5ROMl 2 N 5 RAMI 

Ml 6, ^tvfeco^-ty {CT^-fe^"t--5CPUl 8, X 

14* CPUl 8 <D3&{££ f4Jfi5fc|cSj{e 
U »«**ufc«HB*Bili-S2:CPUl 8K#LT« 

[ooi6]tfc, ic*— Kioia, y — ^•^w* 
£14, y— ^/?>f*a»& i c*-K^»feJi,sflHre 

5o CPUl 81*. »^>KSrtt#S;ftSl:* ROM1 

mn-tz> ^t\^£K> ^:<d^^ Y*ym-rz> 0 

[0 0 17] H2.tt/*IOI6»ffl'e««SJx«3^>'K 
— R S A_C A L C 3-7^ K(D7t-v 5/ b 

«r*-t-HT?*>a. RSA_cALC3^ym, ic* 

3tSr^aK^iL"C5B«S*S = ^^K"e*>S D RS 
A.CALCa'?^ hit, ^tv^tta 

^yK(0^7^5:StCLA, «WJ«r*1-INS % 
VK0^7^P1, P2. 2KJ<4£ttK<DATA0> 

ODATAB, «-MsSilr*-<#*l»*XX-C**. * 
it, DATA<D^lCSBE< l-*-f h<Or- ^LEf4, V* 

[0 0 1 8 ] H'3 :RSA_CALC3v> K«r*f? 

A_CALC©J3ATAJ:.9-l»*JtX*.ai#a.tU '* 
EEPROM0Bff^TKV^^#$ixXV^S^M 

w&mY^ »ne»R#Bi»a**L-5 (s 3 0 

-2) 0 Bt#Sil,*l±l2»ffiLt DM oat.g o m e 

:TT-3ttSiA*3WB**JWJ**va (S 3 0 4) S-& 

y MBfc) j frfe* (S 3 0 6) o KXL, 

^— i#0i.9-*-r*'S**WWSJxS (S3 0 8) o 
10019] S308 tiPHNrOM. 0 



TSfMo n t g ome r y fB^tfJ£*floTV*ftV*try h 

*i«£-rswi:'as«*s*L*. i^tccpui 8 

05 Mo n t g ome r yStDf^SrUffi-* (S 3 1 
0) o S3 10"Ctt, E9<DS 9 1 0 "CS&W Lfcco i 
— O*ta*tTbix5 0 *fc. C PU 1 8 14. S310O 

*^-^2 0*iiK)tfflt (s 3 i 2) o ri-ejsne* 

10 Witt. l^SoTV^tf?; hfcoV^S 3 1 0©Mo 
n t g ome r yfl*»¥i-*OlC»i^5BSIRI fc^LV* 
^rax^4ri^S:®^5^raS^v^5o £*UcJ:9* CPU 
1 8 2*S 3 1 Oco^aSr^-t-^Oi^bT, 

15 [0 0 2 0] CPUl 8(4, S 3 1 0lC*5H-.S«ffllSrj|» 
TLfc«Hu ^^ v^i;a-;V2 oa*&<D«5&*a* 
(S3 14) o «9&**s*4i:* C 
PU18J4, i SrlKlt^y^ V h L (S 

3 16), *:<0«S 3 0 8^bS31 6*-e©«kaSrKk 

20 Dig-To -*S 3 0 8K*5l^ A^V* — i3* Ti> 
0j fcVNjftfr^WfcSftVNlfr&KH:. @«fSiYSr«^ 
5 * h^tlCoV^Mo n t g ome r y^B^tf 
J|E**S*i*:r.4:38S«!***tS. :^CCPU1 8 
M\ #CfCS 3 18 1^/TtA* t 1 (CoV^TcOMo n t g 

25 ome r y 8W>tW*ltfTU TOASrBtW+So S fe 
(w. CPU18J4. RSA_CALCnyyK«Sl: 

•9>f*fc«flH-« (S 3 2 0) o 
[0 0 2 1] BLURB Lfc<t 5 fc. #H;S£^flS<D I C* 
30 — K"C»4, «P-?-5:<Dffi^kAQ i aS:fi i 5-<<, S310<O 
Montgomer y aSrjHrt***frfcl4; 
>f -=e^~— ^SrPP»Wt^ t (-J: !? — SoBSHHSrW- 
SOL. -?:£0— ^ra* 5 Sia-T5*TF4. ^fc^LMont 
g ome r yf|(0»H|[*»TbTV^51i^t?*>o-Ct>. 

0 #R S A_C A L C 3^ > K«rS« t't**6 V 

40 4ox, #jdew«Tiau ■ v^*vxasawrs*ip 
[oo 2 2] m 2$aamw) 

-C. »iJOWIIfclll«^«*t«*Kia; 13- 

^mSMmco ic*-K3 0 o«ja«r**"BB-e.jb5. I 
C.*— K3 0HU W , v-*.5?a^2 0.ft»jSf, = 
50 ^n-fe y U- — 3 2 S:^ Montgomery S^>th 
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n £ r. <0 a 7" o -fe y *— 3 2 ICflfi 1 £ * 5 £ lc*3 V ^TI 
lH3S^flS<OI C*— Kl 0 fc^ftoTV^,, I 
C*-K3 0lt I C# — Kl 0 fcWBHcy — ? • 
* a» b R S A_C A L C =»^r > KSrJIft SftS r i: J: 
•JBSf-f-XXSr^g^kU =^^K&3;W&T1-3i:*© 

ft, RSA»ff-§-©ffi-@tt:Mo n t g dme r yfe<OT/W 

[0 0 2 31 PSIt RSA_CALCavl/KiHfT 
1"5 it® I C#— K3 O^i&f^iSr^i-iKtuH-efoi. 
05f. S 5 0 2ifl»e>S 5 0 8*tM4, 03©S3O2 
*»t>S 3 0 8*-Ccort?&i:l^— CfcD, IC*-K3 0 
i: I C#- K 1 0 i«>M{wl!if^<0*aSl4^V\ S 5 0 8 
KjS^XUfyfr—ilfi Ti>0j ©3?#<S:iftfc1-i, 
CPU18I1, 3^Btyt-3 2KlA\ B" % NX 
T/ROffli:, ®iHtfr©KS*y h©ttfctrSI**1-. 
A*^<0ffi<0§|j8USrSltfc37'n-fe5'-^— 3 2tt\ 12 
1 0 CiLfcMo n t g ome r y S©H-3?£-|lfTl- 
5. :£SIS6?gfll{4* roJ:3l:Montgomeryg 
©H-£££ = :/nir5'f— CiUfi'SiJrSd 

[0 0 2 4]—*. 3^otyt-324SMont|o 
me r yaof+^Srfi'oTV^rat;:, CPU18tt, £ 

(S512). ^r-eFf^ESScif*, CPU18dSS5 
1 2<DtoSC^-t-2.^Rias, nT'n-fey-^S 2iSS 5 1 
0 ©&3g{::®1-*S;*:©B#ISI i: ^ U < Xtttix&.± k ft 
3fc»fc.+:»-55:leI8c£v<>5o s 5 1 2©/w— rtW** 
T-f-5i, CPU1 8tt*^>-^— i SrlrtittT^ V * 
>KU ^©^S 5 0 8*>£>S 5 1 4 ©**a®£ri|&i)3g 
1V S5 0 8KSS1 4*T?<7>«t3gcD«fei3 5gLI*. S 
5 0 8 Kl^VX Ti>0J ©*##88fc$ixfc<fc.5* 

TSS1 0©&a#fTfefr3*-C$6afc£*l,.5. — S 

5 0 8Ic*svn-c ri>oj ©&##^fc$*i.;k< fcofc 

H3©S318, S3 2 0 fcf^t&aaSfSfrS 
tl (S 5 1 6. S5 1 8) „ -HffiOffl-i-ft&aiSiia.TS 

[0 0 2 5] (&3|SiS?&ffi) Jfcfc, :*3&S8K:<R33S3 
fy&JgffiULOVTSaHI-*. ® 6 tt, 2f=3SJ£7gfig© I C 
K4 0 ©«jjESri5cf I C*— K4 0 14, 
t ^a- y>2 0 fea^u-fey-!^ 3 2 1>^S 
%\AC^yt&iJBI0MM>.I C*— Kl 0, 2tt^2 
5Ufc?£fi8© J CA— >*3 0 t>4>-C*>5. 

[0 02 6 J 0714. R S A CAL Ca?> K*3£fJ 

-t--5 i t o I C#— K4 0 ©»if^Sr*-t-ittixH-Cfc5 a 
RSA_CALC3-7y KSrJgfrf •S^S-© I C*— K 
4 0 ©©#14, S7 0 2MS 7 0 8 *T?l4ia 3 IC* L 
it I C#— Kl 0©S6f£S3 0 2i»?>S 7 0 8tT?Oi 



f^J:i^— -efcS. S 7 0 8li*5V^*^>^— i ii Ti 
>0J <D2kW&ffi1t-rk. CPU1 8I4, ISIIO^L 
fcMon t g ome r yi©ffISrHfft5 (S 7 1 
0) o Montgomer y S©tf^C^yf-?) C 
05 PU 1 8 f4&&£r38££* (S 7 1 2) % &#LfcSLgc 

id^-rsiascftritsfieo/w-T'w-icsri^i-i ( S 7 

1 4) . ffi&(DA^- T'H-gtirli, EI5©S 5 1 2t*Jlt 
10 [0027] S714 ©A~-7tU|tfcl*T-*-* t, CP 

uisii^^^-iSrieitf^y^ym *•© 

SHBSiYS-fllfig-rs^-COK's/ Mco^tMon t 
g ome r yaoft|Ei s ffl5jl5tT?S 7 0 8;6>S>S 7 

1 6 *-T?©*&S$rS&ffi1-5 0 $e>ICS 7 0 8i^S7 1 
15 4*-e©&aa*±Ti!8T1-5i:, I2 3©S 3 1 8, S 3 

2 0 iPD*&3g;iSSIfr$*t (S718, S720) , - 

[0 0 2 8] «J:taM Ufc J: 5 3(s:||J6^m-ei4. S 
7 1 OfclisttSMo n t g ome r y fa<DftM-<D&\Z./l' 

20 -T'ffStSrl^Ti-So rofeaca^t&ioi&T^ 

.RtfS 7 2 0 t^fclt 3 U^sK^©SI^I4. T'W- 
S3?£-r3^H©SSW:^56^-efcS 0 LfcJSoT, *g| 

25 mmm-vte* ^xtff^&mmzhzmk* S7101: 

*3V^-C^Tfetv5Mo ntogomer y&<0%t%!$fflk 

5 i t *S^-5II6 1 * o T V ^S. 
30 [0 0 2 9] (*0tta0drett) 3fe*5, *5IKI4, ± 

ft. *38K©#fFIS^©ffiffl{c|E«$nte 

*Sr#1-5t©H:, V>*^5t>©-cfc-3Tt*^19©ft 
35 WWffiHJi'a-&SixS. 

[0 0 3 0] #J;itf v ±ISH3fi^lSfc*5V^-C«:, I C* 

40 V\i *fc, _tffiHJ£^«S-CI±» RSA8f#&ffifflt5 I 
C*~Kfc-3V»-CttWLfc*. wtutt. *3S«Ofi«ff«J 
^EHS:35:^e>IS^i-5S*©^>©-C , tt55^v\ 

&fr 5 I C*— rcjKst, -^©Sf^tX liS-^fk^a 
45 J-311-3 I^IS^at&ao If K«^lCfe#1-3 1 ©l-X£ 

3**, w©a©affiiojaii. ^^bMs©ntTttiiw^tT 

50 tszttfcottiv^. 
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[0 0 3 11 
[0®offi¥#SiW] 

[Bl] *58HOj|ll*»»tt'Caba I C#— Fl 0<D 
[02] RSA_CALC3TyK©7t-v$;hSr$ 

[03] RSA_GALC=^>'KSrllfi 1 i-5i:#(OI 
C*-K10 Sr*-t-8IEKH"C*>*. 
[0 4] *%K<0^2HJS^8|-efc5 I C*— K3 0(O 

*J**rS^BI"e*>5. 

[05] R S A_C A L C 3 t y KSr^fff $t # (D I 
C*— K3 0©»ffSr*"rtfih/B'e*>S. 

[0 6] *3S9io»350SJBJi-efcS I C*— K4.0© 



[07] RS A_CALC=iT^KS:SI^Ti-5fctcOI 
[0 8] 9>f**0^«sa»a»b I Cilr-Klc 

[09] Mo n t g ome r y jfefcj: 4 
|l<ot;v^5 X-fc«rS*1-B"e*5 0 
[HOlMontgomer y fgcD&SIt^Sr^i-SK 

10 [«F*©»H] 
10 IC*-K 
12 ROM 

1 4 RAM 

16 E E P ROM 

15 18 CPU 

2 0 ^>fv^^a-;V 

3 2 =^P-fey*— 



[01] 



[02] 



1 2 
* 




ROM 




t i mcr 



RAM 




EEPROM 


I — 

1 4 





CLA 


1 NS 


P1 


P2 


LC 


DATA 


LE 



[@6] 



14] 




ROM 



77 



7T 
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[03] 



[05] 



c 



8 3 O 2 



START 



N, X. Y, R 



S304 



8 3 06 



A* — 1 R i 


n o d 


N 


B*»XR i 


YIO d 


N 




S31(Jj 



8 3 12 





MorrtcouryCk 









T I MERDMtthL 



8316 



I - I — 1 



6 3 18 



A=fcnPr© (A 9 , 1 ) 



8320 



T 
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TITLE OF THE INVENTION 

IC Card 

ABSTRACT 
[Problems] 

To provide an IC card in which information about the 
key used for encrypting or decrypting cannot be estimated 
from the time at which the response to a command is 
transmitted. 

[Means for solving the problem] 

An IC card comprising a CPU and a memory which is 
accessible by the CPU, wherein the data is encrypted or 
decrypted using a key, in the form of information that has 
been stored in the memory, in response to an external 
command. The response to that result is transmitted beyond 
the card, and a delay process is applied, during or before 
and after encrypting or decrypting, to delay the time at 
which the response to a command is transmitted (S3 14 to 
S3 16) . This is done so that the relationship between the 
time at which the response to a command is transmitted and 
information about the key will be removed. 

WHAT IS CLAIMED 
[Claim 1] 

An IC card comprising a CPU and a memory which is 
accessible by said CPU, wherein data is encrypted or 
decrypted, on receipt of an external command, by using a 
key .in the form of information stored in said memory, and 
.the xesulting information is transmitted outside the chip 
as the result., characterized in that- 

there is a delay unit to delay the time at which the 
response to a command is transmitted; and 

the relationship between the content of said key and 
the time at which the response to a command is transmitted 
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is removed by applying said delay unit during, or before' 
and after, said encrypting or decrypting process. 

[Claim 2] 

An IC card, as described in Claim 1, characterized in 
that:, 

the operation of said delay unit is essentially 
separate from said encrypting and decrypting processes, 
and the CPU makes it take a random period of time. 

[Claim 3] 

An IC card as described in Claim 1, characterized in 
that : 

it has a means for counting time which transmits- an 
indication of the passage of a predetermined period; and 

said delay unit is to suspend the start or 
continuation of said encrypting or decrypting by said CPU 
until said indication is transmitted from said, means for 
counting time. 

[Claim 4] 

An IC card, as described in any of Claims 1 to 3 , 
characterized in that: 

said delay unit provides a fixed time for said 
encrypting or decrypting processes regardless of the bit 
configuration in said key. 

DETAILED DESCRIPTION OF THE INVENTION 

[0001] 

[Scope of Utilization in Industry] 

This invention concerns an XC card which encrypts or 
decrypts data in response to an external command* 

[0002] 
[Prior Art] 
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Recently, the focus has been on IC cards as a new 
information storage medium to replace magnetic cards. In 
particular, IC cards which incorporate CPUs are expected 
to find application in various fields in a highly 
information-oriented society because they can realize a 
high level of security since their information processing 
functions go beyond the function of being a medium for 
storing information. Generally speaking, an IC card 
incorporates a nonvolatile memory such as an EE PROM in 
which information is stored as files. An internal CPU 
accesses the EPROM on the basis of its interpretation and 
implementation of commands received from an external 
source. There are predetermined access conditions for 
each file. The CPU only accesses a file when its access 
conditions are satisfied by the arguments of the command. 
The IC card prevents illicit alteration or theft of data 
by third parties who do not have just title to the data. 

[0003] 

In addition, in an IC card system, data is encrypted 
when it is transferred between an IC card and a reader- 
writer. This prevents the content of a signal carrying 
information between the reader-writer and the IC card from 
being stolen, even when the signal is illicitly acquired 
by third parties . Figure 8 shows the transitions of 
information during transfer between external equipment 
such as reader-writers and an IC card. The external 
equipment produces cryptogram X by applying a 
predetermined encrypting to plain text A then transmits 
the cryptogram to the IC card. The IC card decrypts 
cryptogram X by decrypting which corresponds to the 
encrypting used by the external equipment. After the 
decrypting has been completed, the IC card edits 
inf ormation as a response to indicate the completion of 
this process then transmits this response to the external 
equipment. The given sequence of processing is completed 
when the external equipment receives this response. 
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[0004] » 

Plain text is usually encrypted by calculating the 
result of a formula with the plain text and a 
predetermined key as the variables. A typical example of 
a method for encrypting which is now proposed is the RSA 
cryptogram (refer to "A method for obtaining digital 
signatures and public-key cryptosystems " by L.Rivest, 
A.Shamir, and L .M. Adleman, Communications of the ACM, Vol. 
21, No. 2: pp. 120 — 126, Feb. 1978). The RSA cryptogram 
is a so-called asymmetric key method of encryption, and 
this means that different key information is used for 
encrypting plain text and decrypting cryptograms. "One of 
the two types of asymmetric key information is a secret 
key that is stored but kept secret from third parties and 
the other is used as a public key to be broadly made 
public to third parties. 

[0005] 

An RSA cryptogram is decrypted according to the 
formula "A = X Y (mod N) " . Here, A is the plain text, X is 
the cryptogram, Y is the secret key, and N is the public 
key. An RSA cryptogram is decrypted by calculating this 
modular exponential. Consequently, the amount of. 
calculation required is usually enormous. Therefore, a 
calculation algorithm is used to reduce the calculation 
involved in obtaining the modular exponential. One known 
example of an algorithm that reduces the amount of 
calculation involved in this exponential function is the 
binary calculation of exponential functions (refer to The 
Art of Computer Programming, Vol. 2, Seminumerical 
Algorithms, by D.E.Knuth. Addison-Wesley , 2nd edition, 
1981) . 

I000.6J 

In the calculation of an RSA cryptogram, this binary 
calculation of exponential functions is applied along with 
an algorithm called the Montgomery method, which allows 
modular operations to be carried out with relatively .few 
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calculations (refer to "Modular Multiplication without 
Trial Division" by P . L . Montgomery, Mathematics of 
Computation, Vol. 44, No. 170, pp. 519 — 521, Apr. 1985). 
When the Montgomery method is applied, the modular 
calculations involved in calculating the modular 
exponential A = X Y (mod N) are carried out according to the 
algorithm shown in Figure 9. 

[0007] 

Firstly, the four values of N, X, Y, and R are input 
(S902). Here, X satisfies the relationship 0<X<N with 
respect to N. In addition, secret key Y is expressed in 
binary form as Y = e j e j . 1 —e 2 e 1 . Here, ei is the value of the 
ith bit. R is defined as R = 2 1 , using the value of bit j 
of Y. Next, Montgomery moduli A* and B* are determined 
for the input values (S904) . The Montgomery modulus is 
defined with a one-to-one relationship with (a(modn)), as 
(a* = ar(modn)), using n as a divisor. Here, n is a k-bit 
integer, 2 k_1 <n<2 k , r = 2 k , and gcd(r, n) = 1, where gcd is 
the greatest common divisor. 

[0008] 

The Montgomery product is then calculated for each bit 
of exponent Y (S906 to S912) . That is, when exponent Y is 
composed of j bits, the calculation in the Montgomery 
product step, S910, takes place j times. Here, the 
Montgomery product is a product, defined as MonPro(a*, b* ) 
= a*b*r" a (mod n) . Figure 10 is a flowchart of the 
processing involved in finding the Montgomery product. 
Two Montgomery product operations, S1002 and S1006, are 
involved in determining the Montgomery product. The 
operation S1002 is carried out xegardless of whether the 
given bit of exponent Y is 1 or 0- On the other hand, the 
operation S1006 is only carried out for the respective 
bits "Of exponent "Y -that are 1, "When the calculations -that 
make xip the loop (25.06 to S512) bave been completed for 
all bits of exponent Y, the Montgomery product of .A* and 1 
(S5.14) is ■■obtained. As a result, plain text -A is acquired 
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by decrypting cryptogram X, and this completes the 
sequence of decrypting. 

[0009] 

[Problems to be Solved by the. Invention] 

As described above/ the conventional decrypting 
process on an IC card differs according to whether or not 
each binary digit, as exponent Y is input, is 1. That is, 
in the processing shown in Figure 10, calculation takes 
place on the two steps S1002 and S1006 when the 
corresponding bit is 1 and on the single step S1002 when 
the corresponding- bit is 0. Accordingly, the time 
required for decrypting depends on the number of 1-valued 
bits in the exponent, and increases with the number of 1- 
valued bits . 

[0010] 

Third parties are able to record the time elapsed 
between the transmission of the command for the decrypting 
of a cryptogram to the IC card and the sending back of a 
response, use this to find the time required for 
decrypting by the IC card, and then estimate the ratio of 
1-valued and 0-valued bits in the index (secret key) Y 
used in the calculation of the modular exponential. That 
is, there is a problem with conventional IC cards in that 
the time when a Response is transmitted may be used to 
crack the secret key Y and this is a danger to the 
security of such IC cards * 

[0011] 

So, the subject of this invention is the provision of 
IC cards in that prevent the use of the time taken for the 
response to an external command to be transmitted to 
estimate information about the key ,which was used fox 
encrypting or decrypting. 
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[Means-* for Solving the Problem] 

In order to solve the above problem, the invention 
related to Claim 1 is an IC card comprising a CPU and a 
memory which is accessible by said CPU, wherein data is 
encrypted or decrypted, on reception of an external 
command, by using a key in the form of information stored 
in said memory, and the resulting information is 
transmitted outside the chip as the result, and 
characterized in that: 

there is a delay unit to delay the time at which the 
response to a command is transmitted; and 

the relationship between the content of said key and 
the time at which the response to a command is transmitted 
is removed by applying said delay unit during, or before 
and after, said encrypting or decrypting process. 

[0013] 

The invention related to Claim 2 is an IC card, as 
described in Claim 1, characterized in that: 

the operation of said delay unit is essentially 
separate from said encrypting and decrypting processes, 
and the CPU makes it take a random period of time. Here, 
"the operation ... is essentially separate" means that 
normal encrypting or decrypting is possible, even if the 
unit does not operate, "take a random period of time" 
means, for example, that an operation which requires a 
fixed time for execution is executed a random number of 
times, or that an operation for which the execution time 
is randomly decided on each execution is executed once, 
twice, or more times. 

.10014] 

The invention related to Claim 3 is an IC card, as 
described in Claim 1, characterized in that: 

it has a means .fox counting time which indicates -the 
passage of a predetermined period; and 
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said delay unit is to suspend the start or 
continuation of said encrypting or decrypting by said CPU 
until said indication is transmitted from said means for 
counting .time. 

The invention related to Claim 4 is an IC card as 
described in any of Claims 1 to 3 , characterized in that: 

said delay unit provides a fixed time for said" 
encrypting or decrypting processes regardless of the bit 
configuration in said key. 

[0015] 

[Embodiments of the invention] 

This invention is described in detail below, on the 
basis of embodiments, with reference to drawings. 

(First embodiment) 

The first embodiment of this invention is an IC card 
that can use the RSA, an asymmetric-key encrypting method, 
to encrypt plain text or decrypt a cryptograph. In this 
embodiment, encrypting or decrypting by the RSA is applied 
as a numerical algorithm in which the Montgomery method is 
used, as shown in Figure 9. Figure 1 is a drawing of the 
configuration of an IC card related to this embodiment. 
As shown in Figure 1, IC card 10 is equipped with ROM 12 
which is a read-only memory, RAM 14 which is a volatile 
memory, EEPROM 16 which is an electrically programmable 
nonvolatile memory, CPU 18 which has access to these 
memories, and timer module 20. Here, the timer" module is 
a counting device, the operation of which is independent 
of that of CPU 18. It sends an interrupt to CPU 18 to 
indicate the passage of an assigned period of time. 

10016] 

•IC card 10 ;is equipped with an I/O line for the 
transfer of, for example, electric signals, and 
accompanied l>y a reader-writer (not shown) . Mien an IC 
card is inserted in the reader-writer,, a contact point is 
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connected with this I/O line, for the transfer of electric 
signals. Commands are issued to CPU 18 via said I/O line. 
A command is information sent to the IC card when the 
reader-writer requires a predetermined operation of the IC 
card. When a command is issued to CPU 18, a program . 
stored in ROM 12 or EE PROM 16 is executed to process that 
command. 

[0017] 

Figure 2 shows the format of an RSA_CASL command, 
which is one of the commands used in this embodiment. The 
RAS_CALC command makes the IC card 10 decrypt a cryptogram 
and send back the plain text obtained thereby as a 
response. ' The first five bytes of the RSA_CALC command 
are respectively; CLA that indicates the class of a 
command, INS that indicates a classification, PI and P2 
that are the parameters of the command, and LC that 
indicates the length of subsequent DATA (as a number of 
bytes) . The DATA after the sixth byte is the cryptogram X 
to be decrypted. Furthermore, the single LE byte that 
follows DATA is the expected length of the response. The 
value of LE is set so that all encrypted or decrypted data 
is thus sent back with a maximum length of 2 56 bytes in 
this embodiment. 

[0018] 

Figure 3 is a flowchart that indicates the operation 
of IC card 10 when the RSA_CALC command is executed. When 
the RSA_CALC command is received, cryptogram x is acquired 
from the DATA part of RSA_CALC, public key N, secret key 
~Y, and constant R are then read from the predetermined 
addresses of the EE PROM (S3 02) in which they are stored. 
.Next., Montgomery moduli A* and B* are calculated from said 
acquired values (S3 04) , Furthermore, counter i is set to 
the number of digits (number of bits) j in binary- valued 
secret .key IT- (.S3 06)* A judgement of whether counter i is 
greater than 0 is then made (53.08) ~ 
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[0019] ^ 

When counter i is determined to be greater than 0 by 
judgement step S3 08, bits for which the Montgomery product 
has not been calculated must remain among the bits that 
configure secret key Y. In this case, CPU 18 calculates 
the Montgomery product for the bit of the key which is 
currently indicated by counter i (S3 10) . S3 10 represents 
the same process as described in S910 in Figure 9. CPU 18 
specifies a predetermined time to timer module 2 0 and 
starts it up at the same time as the processing of S3 10 
starts. Here, the predetermined time is a time which is 
equal to or greater than that required to calculate the 
Montgomery product in S310 for a 1-valued bit. Timer 
module 2 0 thus counts for a predetermined time in parallel 
with the processing by CPU 18 of S3 10.. 

[0020] 

CPU 18 waits for the interrupt from timer module 2 0 
after the processing of S3 10 has been completed (S3 14) . 
After the interrupt is received, CPU 18 decrements counter 
i (S316) and then repeats the processes from S308 to S316. 
On the other hand, counter i not satisfying " i>0" in S3 08 
means that the Montgomery product has been calculated for 
all bits which configure secret key Y. In this case, CPU 
18 calculates the Montgomery product of A* and 1 as 
indicated in S3 18 to acquire plain text A. Furthermore, 
CPU 18 then edits this into a response into the form that 
is normally sent as a response to the RSA_CALC command, 
and transmits this to the reader-writer (S320). 

ID 021] 

As described above, the IC card of this embodiment 
counts a predetermined time by starting up the timer 
module at: the same time as the Montgomery product is ieing 
calculated in S3.1.0, and the next process is not: executed 
even after the Montgomery product has been calculated so 
as *to decrypt -the cryptogram. This procedure fixes the ^ 
calculation time for decrypting, always becomes fixed and 
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makes it independent of the bit configuration of secret 
key Y. In this embodiment, the time taken between IC card 
10 receiving the RSA_CALC command and sending back its 
response thus becomes fixed and independent of the content 
of the secret key. Therefore, an IC card with an 
extremely high level of security can be provided, in which 
the bit configuration of the secret key cannot be 
estimated from the time at which the response to a command 
is transmitted. 

[0022] 

(Second embodiment) 

Next, the second embodiment of this invention is 
described. In the following description, the same symbol 
is used for those parts that function in the same manner 
as parts of the first embodiment, to avoid duplication of 
description. Figure 4 shows the configuration of IC card 
3 0 of this embodiment. IC card 3 0 differs from IC card 
10, the first embodiment, in that it does not have timer 
module 20, but has co-processor 32, and uses this co- 
processor 32 to calculate the Montgomery products. In the 
same way as IC card 10, IC card 30 also decrypts 
cryptogram X on receipt of an RSA_CAL command from the 
reader -writer , and, when it has finished, transmits a 
response to indicate that the command processing has been 
completed. Decrypting is carried out on the basis of the 
RSA cryptogram, in the same way as in the first 
embodiment,, and the calculation of the RSA cryptogram is 
according to the algorithm in which the Montgomery method 
is used. 

[0023] 

Figure 5 is a flowchart of the operation of IC card 30 
when the HSA_CALC command is executed. Xn Figure 5, 5502 
to S5D8 have the same content as S3 02 to S3D8 in Figure 3„ 
and there i«s no operational difference between IC card 3 0 
and IC caxd 10. "When the condition i>D is satisfied by 
.counter i in S508, CPU 18 hands over the values o± A * , , 
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N, and^R and the values of the respective bits of secret 
key Y to co-processor 32. Co-processor 32 calculates the 
Montgomery product terms such as A*, as shown in Figure 
10. Using the co-processor to calculate the Montgomery 
product allows faster decrypting by this embodiment. 

[0024] 

On the other hand, CPU 18 handles a loop calculation, 
which is independent of decrypting, a predetermined number 
of times while co-processor 32 calculates the Montgomery 
product (S512). Here, the predetermined number of times 
means a number of times such that the time required for 
processing S512 by CPU 18 is equal to or greater than the 
maximum time required for processing of S510 by co- 
processor 32. After the loop calculation in S512 has been 
completed, CPU 18 decrements counter i by 1 and the 
processing of S508 to S514 is then repeated. The 
repetition of the processing of S508 to S514 continues 
until i>0 is no longer satisfied in S508, i.e., until 
processing by S510 has been applied to all of the bits 
which make up secret key Y. On the other hand, when i>0 
is not satisfied in S508, the same processing as in S318 
and S320 of Figure 3 is carried out (S516 and S518) , and 
the sequence of decrypting is complete. 

[0025] 

(Embodiment 3) 

The third embodiment of this invention is now 
described. Figure 6 shows the configuration of IC card 40 
in this embodiment. IC card 40 differs from IC card 10 of 
the first embodiment: and IC card 3 0 of the second 
embodiment in that it has neither timer module 20 nor co- 
processor. 32. 

1 0026] 

Figure 7 is a flowchaxt that: shows the operation of IC 
card 40 when an .RSA_CALC command is executed- The 
operation of IC card 40 from SI 02 to S708 is the same as 
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the operation of IC card 10 from. S3 02 to S3 08 shown in 
Figure 3. When counter i satisfies i>0, CPU 18 calculates 
the Montgomery product shown in Figure 10 (S710) . When 
the calculation of the Montgomery product is completed, 
CPU 18 generates a random number (S712) to carry out a 
predetermined loop calculation (S714) for the number of 
times corresponding to the acquired random number. The 
content o£ the predetermined loop calculation has no 
relation with decrypting, in the same way as the loop 
calculation in S512 of Figure 5. 

[0027] 

When loop calculation step S714 has been completed, 
CPU 18 decrements counter 18 by 1, then continues with 
processing from S708 to S716 until the Montgomery product 
has been calculated for all bits of secret key Y. In 
addition, when all processing from S708 to S714 has been 
completed, the same processing as in S318 and S320 is 
carried out (S718 and S720), and the sequence of 
decrypting is complete. 

[0028] 

As described above, the loop calculation takes place 
after the calculation of the Montgomery product in S710. 
Therefore, the time spent on the loop calculation delays 
the completion of decrypting and transmission of the 
response in S720. Furthermore, the number of times the 
loop calculation takes place is randomly defined by a 
random number, so the length of the delay is undefined. 
Accordingly, in this embodiment, there is no relationship 
between -the time at which the response is transmitted and 
the time required for calculation of the Montgomery 
products in S710, so it is impossible for third parties to 
gain ^knowledge about the bit configuration of .secret key Y 
by observing the "time when the response is transmit: ted. 

10023] 

(Other embodiment) 
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This invention is not limited to the above 
embodiments. These embodiments are examples, and all 
embodiments which have configurations, operations, and 
effects that are effectively applications of the same 
technical ideas as described in the Claims of this 
invention can be included in the technical field of this 
invention. 

[0030] 

For example, in the above embodiments, the case in 
which a cryptogram is given to an IC card from some 
external unit for decrypting is described. However, this 
could also be a method handling the encrypting of plain 
text issued to the IC card from some external device. 
Furthermore, an IC card in which an RSA cryptogram is used 
is described in the above embodiment, but this is not 
intended to mean that the technical scope of this 
invention is limited in this way. The technical idea of 
this embodiment is an IC card which uses a key for 
encrypting or decrypting, which is generally applicable to 
cases in which the time required for the encrypting or 
decrypting of a cryptogram is dependent on the bit 
configuration of the key information. Furthermore, in the 
above embodiment, processing is carried out to delay, 
during or after the decrypting process, the time at which 
decrypting is completed and the time at which the response 
signal is transmitted. However, such a delaying process 
can be applied, before the decrypting process. 

[0031] 

Advantages of the Invention 

As .described in detail above, the time at which the 
response to a. command is transmitted has no .relationship 
with information about the key, .so there is no possibility 
that such information about the .key can be estimated by 
third parties who can thus impair the security of an ZC 
card- 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[Figure 1] Drawing showing the configuration of IC card 10 
for the first embodiment of this invention. 
[Figure 2] Drawing showing the format of the RSA__CALC 
command. 

[Figure 3] Flowchart of the operation of IC card 10 when 
the RSA_CALC command is executed. 

[Figure 4] Drawing of the configuration of IC card 3 0 for 
the second embodiment of this invention. 

[Figure 5] Flowchart of the operation of IC card 30 when 
the RSA_CALC command is executed. 

[Figure 6] Drawing of the configuration of IC card 40 for 
the third embodiment of this invention. 

[Figure 7] Flowchart showing the operation of IC card 40 
when the RSA_CALC command is executed. 

[Figure 8] Drawing describing the manner in which 
information is transferred between external equipment such 
as a reader-writer and an IC card. 

[Figure 9] Drawing showing an algorithm for the 
calculation of the modular exponential executed by using 
the Montgomery method. 

[Figure 10] Flowchart showing the content of the process 
for finding the Montgomery product. 

Descriptions of Symbols 

10: IC card 

12: ROM 

14.: RAM 

16: EEPROM 

18: CPU 

.2 0: T±mer module 

32 z Co-processor 
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